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Introduction

Welcome to Zabbix Monitoring Solution. This document will provide you a comprehensive guide to
the installation and configuration of the Zabbix server software and also install Zabbix agents on the
hosts. If you are new to Zabbix, then this guide is for you.

Zabbix is an Enterprise Monitoring solution which helps to tracking the status and performance of
IT infrastructure, services, applications and devices in real-time. It is scalable from small
environments with few devices as well as large complex networks with thousands of devices.
Zabbix provide real-time monitoring also incorporated with comprehensive and detailed overview
of the hosts or devices connected to it.

This powerful software tool is widely used in server monitoring in large enterprises since it is
compliance with security guidelines and powered with reliable and real-time monitoring. A few use
cases of Zabbix can be mentioned as server monitoring, network monitoring, cloud monitoring,
database monitoring and application monitoring.

Zabbix frontend is secured with SSL (Secure Socket Layer) ensuring protection between users and
servers. It also uses TLS (Transport Layer Security) v.1.2 and v.1.3 guaranteeing no unauthorized
access to the data transmitted between two services. These factors provide added security to the
services provided by Zabbix and also make trust of the software.

This also employes for distributed monitoring as well. High availability and zero maintenance give
more reliable and flexible control over the systems and devices.

Since most of the large ISPs are compliance with and has begun to align with IPv6, Zabbix also
supports with IPv6 for hybrid or native IPv6 environments. Moreover, the tool has inbuilt well-
equipped dashboard and a separate section for visualization of data that makes the use of software
more convenient and reliable. Easy to understand and self-describing features are also incorporated
with this tool since a variety of community is using this popular software tool in most of the
enterprises. Since Zabbix is an open-source software, it has a great community for the development
and maintenance which actively seeking for any bugs and immediately provide updates to the
software. Therefore, Zabbix is well known for very reliable, secure, high performance enterprise
monitoring tool which enhances the efficiency of maintenance IT infrastructure.

In the following sections, we will be discussing how to download and install Zabbix server and
monitor some devices using Zabbix.



Installation of Ubuntu
Download and install a Virtual Box into your computer

Although it is possible to run Zabbix natively on windows computer, it is recommended to run
Zabbix server and Zabbix frontend in a Linux-based environment because it works well with Linux
systems. On the other hand, the process of working in a windows environment for software like
these might be complicated due to additional configurations have to be done (such as installing
Cygwin). Zabbix compliance with LAMP (Linux, Apache, MySQL/MariaDB, PHP/Perl) stack is
another reason for using Linux based environment for monitoring purposes.

Download Orcle Virtual Box from the following link.

= https://www.virtualbox.org /wiki/Downloads

Double click on the .exe file you downloaded and follow the prompt, so you can easily install Virtual
Box on your computer.

Download and install Ubuntu Desktop in the Virtual Box

= https://ubuntu.com/download/desktop

Once downloaded, open the Oracle Virtual Box.

¥ Oracle VM VirtualBox Manager = a X
Fle Machne Help
A 5 So
I vocts S LIRS -
New Add Settings Discard  Start
P ubuntu = ™| General (™) preview
f () Powered OFF o— jame: ubuntu
Cperating System:  Ubuntu (64-bit)
[&=N™ ubuntu-minimal [=] system
f @ Powered Off Base Memory: 2043 MB
Processars:
Boot Order:  Floppy, Optical, Hard Disk
Acceleration:  Nested Paging, KVM Paravirtuaiization
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Video Memory: 128 MB

Graphics Controller: VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage

Controller; IDE
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Controller: SATA
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(0 Audio
Host Driver: Default
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= Network
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Device Fiters: 0 (0 active)
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None

Figure 01 : Oracle virtual box
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Click on New icon.
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Operating System:  Ubuntu (64-hit)
System

Figure 02 : Create new virtual machine

A new window will pop up to create a new virtual machine. Enter the details as follows. You may see
the ‘Type’ parameter automatically change to Linux once you entered the name as ‘Ubuntu’. Please
note that not to add any iso image yet, because we will be doing that in the latter part. Also note that
you can’t enter a name that is already added to the virtual box. Click next and enter other details
such as base memory, number of processors as you wish that is convenient for your computer.

It has default values that are not harm to the computer, so better to keep going with default values
as recommended. Once you clicked finished, you can change the other settings now.

While your newly created virtual machine being selected, click on the Settings icon (yellow color
gear icon). Now the settings window will open as follows. Goto storage section.

€3 ubuntu - Settings = O x
E General Storage
System Storage Devices Attributes

@ Controller: IDE Optical Drive:  IDE Secondary Device 0 ~ @

@ Display —

[CJ Live co/ovD
Storage @ Controller: SATA Information
= Type: -
(‘D:l Audio E] ubuntu.vdi ¥pe
Size: —

@ Metwork Location: -
Attached to: —

@ Serial Ports

é) UsE

Ij Shared Folders

Ifl User Interface

&

Figure 03 : Virtual machine - settings page



On the right-hand side, in the Optical Drive pane, there is a disk like icon to the right side of the
window. Click on that and browse for your downloaded Ubuntu iso file and add it. Now click OK and
start the virtual machine.

NOTE :

Still ubuntu is not installed on your virtual machine. This first boot up will install it and
automatically removes the disk image which is the iso file. If it is not removed automatically, you
have to manually remove it from the storage. Otherwise, you will be prompted to install ubuntu
again and again when you start the virtual machine.

Installation of Ubuntu might take some time. You only have to proceed with the guidelines given by
itself so you don’t want to worry about the other settings and no changes will be made to your
private files since newly created machine is virtualized.

Install Ubuntu minimal version

Now you have installed ubuntu on your virtual machine in the oracle virtual box. But, having ubuntu
desktop is not enough for monitoring purposes. We need another virtual machine, but this time, we
install ubuntu minimal version, instead of ubuntu desktop. Ubuntu minimal is a lightweight version
of ubuntu which provides only a terminal window with essential components. You can download
and install ubuntu minimal from the following link.

Download ubuntu minimal

= https://help.ubuntu.com/community/Installation/MinimalCD

Goto ‘ Status of the Minimal ISO image ‘ section. Under that, there are two links, click on amd64.

Status of the Minimal ISO image

Ubuntu 18.04 LTS was the last Ubuntu release which "mini.iso" images were produced for. These images, which Canonical and the
Ubuntu project never officially supported, were always limited to BIOS booting on the amdé4 and i386 platforms only. They existed as a by-product
of building the old server installer (based on "debian-installer"; later called "alternative installer").

Ubuntu 18.04 LTS mini.iso:

1. amdé4 (checksums and signatures) €4———  Click on amdé64

2. 1386 (checksums and signatures)

NOTE :

Most of the time, people get difficulty in finding iso file for the ubuntu minimal version. Sometimes,
the link provided above may also have broken. We will provide you an alternative download link,
but an older version. You can upgrade to latest version after installation.

Alternative Download

= Ubuntu - minimal.iso



https://help.ubuntu.com/community/Installation/MinimalCD
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After download, create a new virtual machine as mentioned before. Since now we are going to
install ubuntu minimal on this new virtual machine, you may select base memory (RAM) about 2GB
when creating the virtual machine. Now after creating the virtual machine, go to settings and then
storage section.

{23 ubuntu-minimal - Settings = O x
E General Storage
System Storage Devices Attributes
IEI I @ Controller: IDE Optical Drive:  IDE Secondary Device 0 e @
Display -
|_| Live CD/OVD m Choose/Create a Virtual Optical Disk. ..
FEE & controller: SATA Information [ Choose a disk file...
o ) Type: Image
Audio ] ubuntu-minimal. vdi o
GD] Size: 77.00MB mini-1se
@ Network Location: C:\Users\AdminiDownloadsimini.iso oracular-mini-iso-amd&4.iso
Attached to: — mini.iso
@ Serial Ports ubuntu-22,04. 3-desktop-amd&4.iso
§> usg @ Remove Disk from Virtual Drive
lj Shared Folders
EI User Interface
@

oK ] Cancel Help

Figure 04 : Virtual machine - select the iso image

Locate the minimal iso file you recently downloaded. Then start the virtual machine so you can
proceed with the installation process. It will prompt for several options as follows.

ubuntu®

Installer boot menu

Command-line install
Advanced options
Help

Press ENTER to boot or TAB to edit a menu entry

Figure 05 : Ubuntu minimal

Select Install and proceed with the installation. Most of the time you have to go with default settings
like selecting language and time zone.



Configure the Network Adapter of the virtual box

Now you have created two virtual machines in the virtual box and installed ubuntu on them. Now to
keep these two virtual machines in the same network, we have to change the Network Adapter of
each virtual machine from NAT (Default) to Bridge Adapter.

Select ubuntu desktop and then click on settings.

Goto Network section. Change the adapter to Bridge as follows.

Shared Folders

{29 ubuntu - Settings = O >
E zeneral Network
System Adapter 1 Adapter 2 Adapter 3 Adapter 4
IEI Dizplay B Enable Network Adapter
Sto Attached to: |Bridged Adapter ~
rage NAT
Mame: 2
{‘D:I Audio Internal Metwark
b Advanced Host-orly Adapter
Generic Driver
Metwark

@ Sher NAT Network

Cloud Netwark [EXPERIMEMTAL]
@ Serial Ports Mot attached
ﬁ USE

User Interface

Figure 06 : Change the network adaptor



Finalizing the configuration of Virtual machines.

After changing the network adapters to bridge mode in both the virtual machines properly, your
virtual machines are in the same network. Now you should able to see their IP addresses are in the
same subnet. Let’s check on them.

Start your virtual machines. Open the terminals and enter the following commands.

>> 1p addr show

+1 kalhara@kalhara-VirtualBox:~ (@] -

ip addr show
lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1lft forever
enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group defa
1t qlen 1000
Lok h 08.00:27:e3:12:f4 brd ff:ff:ff:ff:ff:ff
[inet 192.168.8.123/24 |brd 192.168.8.255 scope global dynamic noprefixroute enp@s3
_ LTt 82167/sec preferred_1ft 82167sec
inet6 2402:4000:20c3:4bc3:5141:2578:2722:bbed/64 scope global temporary dynamic
valid_1ft 24@sec preferred_1ft 60sec
inet6 2402:4000:20c3:4bc3:758e:a65a:3944:a915/64 scope global dynamic mngtmpaddr nop
refixroute
valid_1ft 24@sec preferred_1ft 6@sec
inet6 feB80::ea58:f7a0:f296:43d4/64 scope link noprefixroute
valid_1ft forever preferred_lft forever

~ 11:47:39 .5.

Figure 07 : Check the IP address of the virtual machine

In the above image, the green color highlighted IP is the IP address of the virtual machine. If you
didn’t configure the Network Adapter to the bridge mode, you will see something like 10.0.0.4/24




Here is the ip address of the ubuntu minimal version. Note that both the virtual machines are in the
same subnet. (192.168.8.x /24) Now we know that our two virtual machines are in the same

network.

lo:
1ink
in

NOPBACK , UP , LOWER

kalhara@ubuntu—-minimal: "%

kalhara@ubuntu-minimal: "% ip
1s 4 )

addr

show
mtu 655
9 bird

Od i

200 Q0 :
10

red_1ft forever

rred_1ft forever
mtu

LUP,LOWER_UP>

brd ff:Fff:Ff:FF:
100 brd 1 - 1€

1+t &

ff:F
1ft

pe 11
forever

Figure 08 : Check the IP address of
ubuntu minimal virtual machine
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If you want to be more familiar with ubuntu CLI and how Linux commands are working, refer to the
following document and get familiar with Linux commands.

Download Ubuntu CLI cheat sheet
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https://drive.google.com/file/d/1ChwLrW6TZRLAPSEKaWDZo3fyzD4dnPRB/view?usp=sharing

Download and install Zabbix software
Download Zabbix

Now you have configured your virtual machine and ready to install Zabbix Software. To install it,
you have to go to Zabbix Official website and choose the package that matches your operating
system and version. You also have to choose what database and server you need to install.

Start your virtual machine and open Firefox web browser. Goto following link.

= Download Zabbix

ZA B B I X PRODUCT SOLUTIONS SUPPORT & SERVICES TRAINING PARTNERS COMMUNITY ABOUT US DOWNLOAD

Home / Product /

Download and install Zabbix

Zabbix Zabbix Zabbix Zabbix Zabbix Zabbix
Packages Cloud Containers Appliance Sources Agents
Images

Figure 09 : Zabbix - webpage

Choose the platform you need. An example is given below.

1 Choose your platform

)
ZABBIX VERSION OS DISTRIBUTION OS VERSION ZABBIX COMPONENT DATABASE WEB SERVER
70 LTS Alma Linux 24.04 (Noble) Server, Frontend, MySQL Apache
Agent
6.4 CentOs 22.04 (Jammy) PostgreSQL Nginx
Proxy
6.0LTS Debian 20.04 (Focal)
Agent
50LTs OpenSUSE Leap 18.04 (Bionic)
Agent 2
Oracle Linux 16.04 (Xenial)
Java Gateway
Raspberry Pi QS 14.04 (Trusty)

Web Service
Red Hat Enterprise
Linux
Rocky Linux

SUSE Linux
Enterprise Server

Ubuntu

Ubuntu (arm64)

Figure 10 : Select the preferred Zabbix version
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https://www.zabbix.com/download

If you can’t find what is your operating system (0OS) version, run the following command in the
terminal.

>> |sb_release -a

+1 kalhara@Zabbix-Server:

S lsb_release -a
No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 22.04.3 LTS
Release: 22.04
Codename: jammy

Figure 11 : Check the OS release

After you have selected the package, scroll down the web page. There you will find all the
commands that need to be entered in the ubuntu terminal.

2 Install and configure Zabbix for your platform

a. Become root user
Start new shell session with root privileges.

$ sudo -s

b. Install Zabbix repository Documentation

# wget https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.4-1+ubuntu22.84_all.deb
# dpkg -i zabbix-release 6.4-1+ubuntu2?.84 all.deb
# apt update

c. Install Zabbix server, frontend, agent

# apt install zabbix-server-mysql zabbix-frontend-php zabbix-apache-conf zabbix-sql-scripts zabbix-agent

Figure 12 : Commands in the Zabbix
page for selected Zabbix version
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Now let’s follow the commands. First we have to log in as a root user. We will use the command
sudo (stands for superuser do).

>> sudo -s

~1 root@Zabbix-Server: /fhome/kalhara

S sudo -s
[sude] password for kalhara:

root@Zabbix-Server: /home/kalhara#

Figure 13 : Change the user to root

Now you can see, the file path and the username changed. ( root@Zabbix-Server : /home/kalhara#
in this image) But this is not recommended. The usual way to run a command with root privileges is
typing ‘sudo’ at the beginning of the command, but not logging in as root user.

Add the selected Zabbix repo to the package list.

>> wget https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-
release/zabbix-release_6.4-1+ubuntu22.04_all.deb

root@Zabbix-Server: fhome/kalhara

Figure 14 : Add selected Zabbix repo to package list

Result will look like as follows after executing this command.

m root@zZabbix-Server: /home/kalhara (o} = — a 3

root@Zabbix-Server:/home/kalhara# wget https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.4-1+ubu
ntu22.04_all.deb

--2024-08-27 19:25:23-- https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.4-1+ubuntu22.04_all.d
eb

Resolving repo.zabbix.com (repo.zabbix.com)... 178.128.6.101, 2604:a880:2:d0::2062:d001

Connecting to repo.zabbix.com (repo.zabbix.com)|178.128.6.101|:443... connected.

HTTP request sent, awaiting response... 200 OK

Length: 3744 (3.7K) [application/octet-stream]

Saving to: ‘zabbix-release_6.4-1+ubuntu22.04_all.deb’

zabbix-release_6.4-1+ubuntu22.04 100%[===

2024-08-27 19:25:25 (1.85 GB/s) - ‘zabbix-release_6.4-1+ubuntu22.04_all.deb’ saved [3744/3744]

root@Zabbix-Server: /home/kalhara# l

Figure 15 : Repo added to the package list
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https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.4-1+ubuntu22.04_all.deb

Enter the next command to install the Zabbix repository added.

>> dpkg -1 zabbix-release_6.4-1+ubuntu22.04_all.deb

root@Zabbix-Server: fhome/kalhara

root@Zabbix- ver: fhome/kalhara# wget htt f/repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-rele /zabbix-release_6.4-1+ubu
.04_all.deb
27 19:25 - //repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-release/zabbix-release_6.4-1+ubuntu22.04_all.d

Resolving repo.zabbix.com (repo.zabbix.com)... 178.128.6.101, 2604:a8808:2:d@ dee1
Connecting to repo.zabbix.com (repo.zabbix.com)|178.128.6.1081|:443... connected.

HTTP request sent, awalting response... 200 OK

Length: 3744 (3.7K) [application/octet-stream]

Saving to: ‘zabbix-release_6.4-1+ubuntu22.04_all.deb”

zabbix-release .4-1+ubuntu22.64 100
2024-08 5:25 (1.85 GB/ “zabbix-relea 5.4-1+ubuntu22.04_all.d saved [3744/3744]

root@zZabbix-Server: /home/kalhara# -i_zabbix-release 6.4-1+ubuntu22.64 all.deb

Figure 16 : Install repository

Installing Zabbix Packages

>> apt update

>> apt install zabbix-server-mysql zabbix-frontend-php zabbix-apache-
conf zabbix-sql-scripts zabbix-agent

root@Zabbix-Server: fhome/kalhara

Figure 17 : Install Zabbix packages

Now it will install the selected packages such as Zabbix-server-mysq], frontend, apache etc.

root@zabbix-Server: /home/kalhara

<.archive.ubuntu.com/ubuntu jammy/main amd64 php-mysql all 2:8.1+92ubuntul [1,834 B]
.archive.ubuntu.com/ubuntu jammy-updates/main amd64 php8.1-xml amd64 8.1.2-1lubuntu2.18 [
.archive.ubuntu.com/ubuntu jammy/main amd64 php-xml all 2:8.1+92ubuntul [1,850 B]
.archive.ubuntu.com/ubuntu jammy/universe amd64 libmodbus5 amd64 3.1.6-2 .5 k8]
Fetched 32.2 MB in 13s (2,568 kB/s)
Extracting templates from packages: 100%
Preconfiguring pack :
Selecting previously unselected package libapri:amd64.
(Reading database . 0117 files and directories currently installed.)
Preparing to unpack .../@0-libapri_1.7.0-8ubuntu®.22.04.1_amd64.deb
Unpacking libapr d64a ( 04.1)
Selecting previous a aprutil "d64.
Preparing to unpack .../01-11baprutill_1.6.1-5ubuntus.22.064.2_ando4.deb
Unpacking libaprutili:amd64 (1.6.1-5ubuntud.22.64.2
Selecting previously unselected package ub.:pzuuu dbd-sqlite3:and6a.
Preparing to unpack .../®02-libaprutili-db 1ite3_1.6.1-5ubuntu4d 04.2_amd64.deb
Unpacking libaprutili-dbd-sqlite3:amd64 u.o.raubunmw. 04.2) .
Selecting elected package libaprutili-ldap:amd64.
Preparing ./03-11baprutili-1dap_1.6.1-5ubuntu4. .2_amd64.deb ...
Unpacking l(b\plu(\l‘l ldap:amd64 (1.6.1-5ubuntud.22.04.2)
Selecting previously unselected package apache2-bin.
Preparing to unpack .../@4-apache2-bin_2.4.52-1ubuntu4.12
Unpacking apache2- h\n (2.4.52-1ubuntu 2
Selecting 1 lected pa(kaqg .lpakh 2-data.
Preparing 4
unpacking z 2 2
selecting e2-utils.
Preparing to unpack . 9 2-1ubuntu4.12_amd64.deb ...
unpacking apache2-util
Selecting
Preparing to unpack ... lubuntu4.12_amd64.deb ...
Unpn(klnq apache2 (2.4.52-1ubuntu4.12)
previously unselected pack snmpd.
to unpack .../68-snmpd_5.9.1+dfsg-1ubuntu2.6_amd64.deb
unpacking snmpd 9.1+dfsg-1ubuntu2.6) .
Selecting previously unselected package \\br‘an\' core-2.1-7:amd64.
Preparing to unpack .../@9-libevent-core-2.1-7_2.1.12-stable-1build3_amd64.deb ...
Unpacking libevent-core-2.1-7:amnd64 (2.1.12 ble-1build3)

[HERHBRAARS

Figure 18 : Installing Zabbix packages
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Next step is creating the initial database. Execute the next mentioned command.

>> mysql -uroot -p

I+ root@Zabbix-Server: fhome/kalhara

root@Zabbix-Server: /home/kalhara# mysql -uroot -p
Enter password

ERROR 2002 (HY©O0O Can't connect to local MysQL server [through socket '/var/run/mysqld/mysqld.sock®' (2)

root@Zabbix-Serve

Figure 19 : Create the database

If you have a newly installed linux machine which is a fresh computer that has no software installed
other than the basics, you will encounter an error like this. This is just a simple case because the
command is unable to find mysql server or it hasn’t been installed properly or installed with a
different name in the system. Check whether your database server up and running.

>> systemct] status mysql

"~ root@Zabbix-Server: /home/kalhara

root@Zabbix-Server: /home/kalhara# mysql -uroot -p
Enter password:
ERROR 2002 ( ): Can't connect to local MySOL server through socket '/var/run/mysqld/mysqld.sock' (2)
root@Zabbix-Server:/home/kalhara# systemctl status mysql
could not be found.
- /home/Katharaw

Figure 20 : Check for database availability

You have to install mysql server manually.
>> apt update
>> apt install mysqgl-server

Run the above 2 commands. It will install mysql server. Then check whether the database is running
properly.
>> systemctl status mysql

-~ root@Zabbix-Server: fhome/kalhara

root@Zabbix-Server: /home/kalhara# systemctl status mysql
i - MySQL Community Server
([ i stemd/system/mysqgl.service; enabled; vendor preset: enabled)
since Wed 2024 8-28 02: 12 +0530; 1min 10s ago
Jusr/share/mysql/mysql-systemd-start pre (code=exited, status=8/SUCCESS)

operational”
37 (limit: 2272)
363.2M

= émAglicefmysql.service
20049 Jfusr/sbin/mysqld

Zabbix-Server systemd[1]: Starting MySQL Community Server...
azoOR8 02: Zabbix-Server systemd[1]: Started MySQL Community Server.
root@Zabbix-Server: /home/kalhara#

Figure 21 : Check the database status
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Now you can proceed with remaining steps.

>> mysql -uroot -p

g root@Zabbix-Server: /home/kalhara

root@Zabbix-Server:/home/kalhara# mysql -uroot -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 8

Server version: 8.0.39-0Oubuntu®6.22.064.1 (Ubuntu)

Copyright (c) 2000, 2024, Oracle and/or its affiliates.
Oracle is a registered trademark of Oracle Corporation and/or its

affiliates. Other names may be trademarks of their respective
owners.

Type 'help;' or '"\h' for help. Type '\c' to clear the current input statement.

mysql>

Figure 22 : Create the database

mysql> create database zabbix character set utf8mb4 collate
utf8mb4_bin;

mysql> create user zabbix@localhost identified by 'password';
mysql> grant all privileges on zabbix.* to zabbix@localhost;
mysql> set global Tog_bin_trust_function_creators = 1;

mysql> quit;

>> zcat /usr/share/zabbix-sql-scripts/mysql/server.sql.gz | mysql --
default-character-set=utf8mb4 -uzabbix -p zabbix

NOTE :

Remember, this command will execute for some time. Please wait and do not interrupt the process
until the execution is over. Otherwise, the zabbix server will not be installed properly and you will
encounter problems in the coming steps.

>> mysql -uroot -p

mysql> set global Tog_bin_trust_function_creators = 0;
mysql> quit;
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Then it asks to edit and configure the Zabbix_server.conf file located in the
/etc/zabbi/zabbbix_server.conf

To edit the file, we will be using the nano editor. You can also use an editor like vim.
>> nano /etc/zabbix/zabbix_server.conf
Then it will open the Zabbix_server.conf file and you can now change the password here by

uncommenting the DBPassword line. Just remove the ‘#" mark at the beginning of the line and enter
a new password.

root@Zabbix-Server: /home/kalhara

GNU nano 6.2 etc/zabbix/zabbix server.conf

DBName=zabbix

DBUser=zabbix

Figure 23 : Configure the Zabbix - server file

In the above file, you can also see the database name and also the user. If you are using nano editor,
enter a password, ( ‘password’ in this case) and press CTRL + X. Then enter ‘y’ and press Enter.

Then execute the remaining commands to proceed.

>> systemct]l restart zabbix-server zabbix-agent apache?2

>> systemct]l enable zabbix-server zabbix-agent apache?2
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m root@Zabbix-Server: /home/kalhara

root@zZabbix-Server:/home/kalhara# systemctl restart zabbix-server zabbix-agent apache2
root@zZabbix-Server:/home/kalhara#

root@zabbix-Server:/home/kalhara# systemctl enable zabbix-server zabbix-agent apache2

synchronizing state of zabbix-server.service with SysV service script with /lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable zabbix-server

Synchronizing state of zabbix-agent.service with SysV service script with /lib/systemd/systemd-sysv-install.

Executing: /lib/systemd/systemd-sysv-install enable zabbix-agent
Synchronizing state of apache2.service with SysV service script with /lib/systemd/systemd-sysv-install.
Executing: /lib/systemd/systemd-sysv-install enable apache2

Created symlink /etc/systemd/system/multi-user.target.wants/zabbix-server.service — /lib/systemd/system/zabbix-server.service.
root@Zabbix-Server:/home/kalhara#

root@zZabbix-Server: /home/kalhara#

root@zabbix-Server:/home/kalhara# [i

Figure 24 : Initialize the Zabbix services

Configure Zabbix server.

Finally, the zabbix installation part is over. Now let’s log into the Zabbix dashboard through web
browser. In the browser, enter the url http://localhost/zabbix

You should not enter the command in the web page which is ‘http://host/zabbix’ Because there is
no host in our system called ‘host’. It is a dummy data. We configured our Zabbix server in localhost
which is typically 127.0.0.1 You just have to enter http://localhost/zabbix and then enter.

>> systemct] status zabbix-server zabbix-agent apache?2

m

zabbix-server.service -
Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

zabbix-agent.service
Loaded:
Active:
Main PID:
Tasks:
Memory:
CPU:
CGroup:

a8 11:16:12 kalhara-VirtualBox systemd[1]:

3 |

:16:12 kalhara-virtualBox systemd[1]:

apache2.service
Loaded:
Active:
Docs:

Main PID:
Tasks:
Memory:
CPU:
CGroup:

kalhara@kalhara-VirtualBox: ~

Zabbix Server

loaded (/lib/systemd/system/zabbix-server.service; enabled; vendor preset:
since Wed 2024-08-28 11:16:13 +0530; Smin ago

18399 (zabbix_server)

48 (limit: 2272)

65.7M

1.323s

/system.slice/zabbix-server.service

enabled)

Zabbix Agent
loaded (/1ib/systemd/system/zabbix-agent.service;
since Wed 2024-08-28 11:16:12 +0530;

18392 (zabbix_agentd)

6 (limit: 2272)

7.0M

197ms

/system.slice/zabbix-agent.service
18392 Jusr/sbin/zabbix_agentd -c /etc/zabbix/zabbix_agentd.conf
18393 " /usr/sbin/zabbix_agentd: collector [idle 1 sec]" "" "™ ""

—18394 " /usr/sbin/zabbix_agentd: listener #1 [waiting for
18395 "/usr/sbin/zabbix_agentd: listener #2 [waiting for
18396 " /usr/sbin/zabbix_agentd: listener #3 [waiting for

—18397 " /usr/sbin/zabbix_agentd: active checks #1 [idle 1

enabled; vendor enabled)

Smin ago

preset:

connection]
connection]”
connection]”
U % et oty Bl

Stopped Zabbix Agent.
Starting Zabbix Agent...
Started Zabbix Agent.

2 kalhara-virtualBox systemd[1]:

The Apache HTTP Server

loaded (/lib/systemd/system/apache2.service;
since Wed 2024-08-28 11:16:

https://httpd.apache.org/docs/2.4/

18481 (apache2)

10 (limit: 2272)

40.1M

595ms

/system.slice/apache2.service

enabled; enabled)

7 +0530;

vendor preset:
Smin ago

Figure 25 : Check the status of Zabbix server
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http://localhost/zabbix
http://localhost/zabbix

Now this is the interface we can see when Zabbix starts.

Activities & Firefc
‘.s @ Download and install zal % | H installation x O ~ - & x
<« C O DO localhost/zabbix/setup.phy i @ fH =

ZABBIX

Check of pre-requisites
Configure DB connection

Welcome to
Settings e - s

Pre-instaliation summary =
Install 2 E i I X 6 4
=

Defauit language | English (en_US) ~H

L)
Zabbix version e -
- I Zabl 4.1 20012 Z

Figure 26 : Zabbix server interface

ZABBIX Configure DB connection

Please create database manually, and set the configuration parameters for connection to this database
Press “Next step” button when done

Database type | MySQL ~
Database host | localhost
Settings
Database port | O
Pre-instaliation summary
Install Database name | zabbix
Store credentials in Pilain text HashiCorp Vault CyberArk Vault

User | zabbix

sevsvensf

Password

Database TLS encryption

=3

Figure 27 : Configure the Zabbix server settings
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ZABBIX Settings

Zabbix server name | Admin

Welcome
Default time zone | System: (UTC+00:00) UTC -
Check of pre-requisites
Configure DB connection Default theme | Blue -
Settings

Pre-installation summary
Install

Figure 28 : Configure the Zabbix server settings

ZABBIX Pre-installation summary

Please check configuration parameters. If all is correct, press "Next step” button, or "Back” button to
change configuration parameters.

: o Database type MySQL
C DB connectic Da ver localhost
nfigure DB connectio
S Database port default
Pre-installation surr ATV Database name zabbix
Install Database user zabbix

» password  Yeeweees

encryption false

Zabbix server name Admin

Figure 29 : Configuration complete
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ZABBIX Install

Congratulations! You have successfully installed Zabbix
frontend.

Configuration file "conf/zabbix.conf.php” created

rigure oV I 4dDDIX 111SldlidLoll colplete

In the following forum, you have to enter ‘Admin’ as username and ‘zabbix’ as default password.

ZABBIX

Usemame

Admin

Password

erd

+~ Remember me for 20 days

Figure 31 : Log into Zabbix server
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Ensure Zabbix server is running.

Finally, the zabbix dashboard will prompt and it looks like this.

@ Download and install Za x | [ Admin: Dashboard x

« C

ZABBIX

Global view
All dashboards J Global view

Top hosts by CPU utilization

Utilization imavg 5m avg
Zabbix server [J 300% 043 136
Host availability
Users
Administration A 1. b 1
\C stratio Total

Current problems

15mavg P

+

QO [ localhost/zabbix/zabbix.php?action=dashboard.view

~ 1.8t

Zabbix server

1.20

values per sec...

Problems by severity

System information

Paramete

Zabbix server is running

Number of hosts (enabled/disabled)

Number of templates

Number of items (enabled/disabled/not supported)
Number of friggers (enabled/disabled [problem/ok])
Number of users (online)

Required server performance, new values per

Warming

Figure 32 : Zabbix dashboard

@
g

localhost: 10051

You can see the Zabbix server is up and running. Now the zabbix server installation and

configuration part is totally complete.
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Install Zabbix Agent on another Linux Virtual Machine

For installing Zabbix agent, we use a linux virtual machine with ubuntu minimal version. We
prepared a separate virtual machine with ubuntu minimal in a previous step. We will be using that
virtual machine for this purpose. Select that virtual machine and start it.

Log in with user credentials.

20.04.6 LTS ubuntu-mini2 ttyl

untu-miniz login: kalhara-miniz
word:
ome to Ubuntu 2

ntation:  ht 1. ubun com

nt: it anc ne.canonical.com

s. Check wyour Internet connection

on ttyl

Figure 33 : Log into ubuntu minimal

Start by upgrading packages.

>> sudo apt update

>> sudo apt upgrade -y

The next step is to install zabbix agent repository. To find the relevant zabbix agent repository that
matches your zabbix version, visit the following URL.

Zabbix Official Repository

>> wget https://repo.zabbix.com/zabbix/6.4/ubuntu/pool/main/z/zabbix-
release/zabbix-release_6.4-1+ubuntu20.04_al1.deb

ubuntu-min > wget hitp : i 4/ubuntuspoolsmaing
: 4= 1+ubuntu2o deh
{ Ldsubuntuspoolsmal

kalhara-miniz@ubuntu-miniz: ™%

Figure 34 : Get the Zabbix agent repository
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https://repo.zabbix.com/

Now if you type ‘Is’ command in the current folder, you will see the downloaded zabbix-agent
repository. The red colored package in the following image.

The next step is to install the downloaded repository. Enter the following command.

>> sudo dpkg -i zabbix-release_6.4-1+ubuntu20.04_al1l.deb

04_all.deb

1+|Jt_|ur|‘r
Cd=1+ubun

Figure 35 : Install Zabbix agent repository

Now we should update our package list since we added the zabbix-agent repository.

>> sudo apt update

Everything should work fine if you followed the guideline up to this point as it is mentioned. Now
we can install our zabbix-agent on our virtual machine. Run the following command.

>>sudo apt install zabbix-agent

2-modules-1ldap

Figure 36 : Install Zabbix agent
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The zabbix-agent installation part is over. Now it is time to configure the Zabbix-agent such that the
server is able to monitor the host through the agent. For that, we have to tell the agent, which we
recently installed on this Ubuntu minimal, to where it should report by indicating the IP address of
the zabbix-server.

Now we have to start our previously configured ubuntu virtual machine where zabbix-server is
installed and determine its IP address.

Open the terminal in the ubuntu virtual machine (not in the minimal version) and enter the
following command to find its IP address.

>> ip addr show

~ kalhara@kalhara-VirtualBox:~ (@]

ip addr show
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defaul
t glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00: 00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000
T4 brd Tf:offoffeffeffe Tt
brd 192.168.8.255 scope global dynamic noprefixroute e

valid_1ft 85804sec preferred_Llft 85804sec
inet6 2402:4000:20c2:65c5:e@bf:b7cc:cf28:1e7/64 scope global temporary dynam

valid_1ft 287sec preferred_1ft 1@7sec
inet6 2402:4000:20c2:65c5:a48:d59d:9555:5434/64 scope global dynamic mngtmpa
ddr noprefixroute
valid_1ft 287sec preferred_1ft 107sec
inet6 fe80::ea58:17a0:1296:43d4/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever
~ 09:59:32 ea.b.

Figure 37 : Check the IP address of the server

We also need to determine the hostname of the host machine, in this case the virtual machine where
ubuntu minimal is installed. Now navigate to ubuntu minimal and enter the command below.

>> hosthame

-.”$
“% hostname

Figure 38 : Check the hostname of ubuntu minimal
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Now we are in the ubuntu minimal, where our zabbix-agent is installed. We collected all the details
that are needed to configure the zabbix-agent. We are left with entering the data to the script and
configure the zabbix-agent. Enter the command below to navigate to the configuration script.

>> sudo nano /etc/zabbix/zabbix_agentd.conf

fetcfzabbixfzabbixfa-entd.cunf

GNU nano 4.8

R R RRE GENERAL PARAMETERS AR#RA##RRRERRHERY

iy Option: PidFile
MName of PID file.

¥ Mandatory: no

ntd.pid

output

Log file name for LogType 'file' parameter.

if LogType is set to file, otherwise no

d 554 lines

i s W4 Cut T Justify Cur Pos Und
eplace te Te ) M Go To Line GEE Re

Figure 39 : Configure the Zabbix agent file
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Scroll down and find the line where server IP is required. Enter the IP address of the zabbix-server
we obtained before. Then scroll down and change the ServerActive IP address and hostname.

if StartAgents is not explicitly set to O

Server=132.168.8.124

### Option: ListenPort

configured on the server.

Figure 40 : Configure the Zabbix agent file

After making relevant changes, (Server, ServerActive and Hostname) press Ctrl + X and then Enter.

Start and enable the zabbix-agent using following commands.
>> sudo systemctl] start zabbix-agent
>> sudo systemctl enable zabbix-agent

>> sudo systemctl status zabbix-agent
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ed; v 11 enabled)
b 15m

entd.conf

55 ubuntu-m
5 ubuntu-min
untu-miniz

Figure 41 : Check the status of Zabbix agent

Finally, we have to configure the firewall such that the port 10050 is allowed for the communication
with the Zabbix-server. This is not essential if your firewall is not active. But it is a good practice to
only allow the ports that are needed.

>> sudo ufw allow 10050/tcp
>> sudo ufw status

faubuntu-mini2 : ™
untu-mini2: ™% sudo ufw allow 1

zudo ufuw status

At ion From

Anyuhere

kalhara-mini2@aubuntu-miniz: ™%

Figure 42 : Check the firewall status

The zabbix-agent installation and configuration part is complete now. We are ready for the
monitoring part through the zabbix-server using agent. Now we can monitor the host where ubuntu
minimal is installed through the zabbix-agent installed on it. We will discuss about the monitoring
part in the coming chapters. Before that, we have to do one more thing, adding the host we created
in the ubuntu minimal to the zabbix-server software.
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Adding host to the Zabbix-server

Start the ubuntu virtual machine which the zabbix-server is installed. Open the web browser and go
to zabbix dashboard as we did before.

5 H zabbix: Dashboard x + ~ D @ &
e C QO D 127.0.0.1/zabbix/zabbix.php?action=dashboard.view s ® H =
ZABBIX <« = [EellLEIRVIEN
All dashboards | Global view Zable server
Top hosts by CPU utilization EmNgformation
Dashboards Hilization ilmavg Smavg 15mavg Proc T |\ Value Deta
Monitoring Zabbix server [J 848% 218 161 0.81 2 1'87 Zabbix server is runni Yes localhost:10051
- Zabbix server .
values per sec... I Number of hosts (enabled/disabled) 1 170
Number of templates 313
Number of items (enabled/disabled/not supported) 136 12570711
Number of triggers (enabled/disabled [problem/ok]) 74 7410[2472]
Number of users (online) 2 1
Required server performance, new values per 1.64
Host availability Problems by severity Geomap
Users s “’“ <
+ |
Administration 1 1 4] 2 i
\C stratic Available Total Average Waming ‘ -
e
¥
dal | ’
Current problems |
/
Time » nfo  Host Problem = Severity Duratic Update cions Tags (2N N4
10:38:00 + Zabbix  Linux: Zabbix server has been 5m 23s Update [class: os | component: system | 7 i
server  restaned (uptime < 10m) =
Today © —“‘-\\ Rlg
2024-08-03 12:13:56 = Zabbix Linux: Number of installed packages  25d 22h 29m Update [ : [EEEEED EEGEmEEs i \ & //

Figure 43 : Zabbix dashboard

There you can see, to the upper right corner of the window, the number of hosts (enabled) is 1. This
is the Zabbix-server itself. Since we haven’t added any hosts to the Zabbix dashboard.
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On the left part, there is a navigation bar. Click on Data Collection tab (sometimes in older versions
of Zabbix, this may named as Configurations) and then click Hosts.

ZABBIX <« =

Dashboards

Monitoring

Services

Inventory

Reports

Data collection ~

Maintenance
Event correlation
Discovery

Alerts

Users

Figure 44 : Zabbix dashboard - settings panel

You will get the window as below.

Hosts
Host groups Select Status Enabled Disabled
Templates Select Moritored by Server | Proxy
Name Proxy
DNS rags BRI o
IS Coniains ~ Remo
Port Add

Mame a Jger v | v e terfac ) it Status t

Zabbix server  [iems Triggers Graphs Discovery Web 127.0.0.1:10050 ux by Zat ! , Za v Enabl EXR [ none |

Figure 45 : Hosts in Zabbix server

There you can see the Zabbix-server is running and the status is indicating as Enabled in green
color. Note that the IP address or the interface is containing the localhost IP (127.0.0.1) and the
PORT is 10050.
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Now in the top right corner, Click on Create Host button. Since we are going to add the ubuntu
minimal virtual machine that we configured in a previous step as a host, we should enter the details
of that host. Refer the image below.

New host

Host PM 105 Macros nto Encryptio

Host name ubuntu-mini2
Visible name

vF"“1|'2 ates Select
Host groups Select

terfates

Description Agent
SNMP
IMX

1PM

Monitored by proxy | (no proxy) -

Enabled

Figure 46 : Add an 1ntertace to the new host

For the hostname, the hostname of the virtual machine which we determined entering the
command ‘hostname’ in the terminal. Template is ‘ Linux by Zabbix agent ’ because we have
configured our host through an agent. Host groups should be set as ‘Linux Servers’. Click on the Add
button near the Interfaces label to add an interface. Then in the drop-down menu, click on ‘Agent’ as
indicated in the above image.

Now we have to determine the IP address of the agent, which is our ubuntu minimal installed
virtual machine. Remember, to monitor the agent, the two virtual machines should simultaneously
run. Navigate to the ubuntu minimal terminal and determine the IP address by entering the
command we previously used.

kalhar 1t 1 g 1
1: lo: o« I HER : L i = IMEMNOWN group default glen 1000

ntu 1500 gdisc fg_codel state UP group default glen 10

gl dynamic enp

pe global dynamic mngtmpaddr nopretfixzroute

Figure 47 : Check the I[P address of ubuntu minimal
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Enter the details as below in the Zabbix server.

New host

Host IPMI  Tags  Macros nventory  Encryption  Value mapping

Visible name

IR Linux by Zabbix agent X Select
* Host groups Seiect
Interfaces Type cire

Agent| 192.168.8.119] “ ons |[10050 ® Remove

Add

Description

Monitored by proxy | (no proxy) — ~

Figure 48 : Settings for new host

Now you should see something like this.

Name & Iter srapl very Web Interfac Prox Tempilate:

Status wailability gent e
ubuntu-mini2  ltems 4 Triggers Graphs Discovery Web 192.168.8.119:10050 L y Zabbix agent Enabled =m
Zabbix server  ltems 136 Triggers Graphs 27 Discovery 5 Web 127.0.0.1:10050 by Zabbix agent, Zabbix serve Enabled =3

Figure 49 : New host has been added

Note that the availability button is not still green. It takes some time to make the connection. So be
patient and wait until it becomes green. After sometime, refresh the page. This will turn into green
color if you have correctly done all the steps mentioned in the guide.

Name & tem: Tric 5 Graph Discovery Web Interfac Proxy Templates Status l ability

ubuntu-mini2 Items ¢ Triggers 20 Graphs 1 Discovery Web 192.168.8.119:10050 Lir by Zabbix agent Enabled |[EEEQ

Zabbix server ltems 136 Triggers 74 Graphs 27 Discovery - Web 127.0.0.1:10050 Lir by Zabbix agent, Zabbix serv ealth Enabled Em

Figure 50 : New host is now active
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Install Zabbix Agent on Windows machine

We can monitor not only Linux machines, but also windows machines as well, using Zabbix
software. To do that, we have to install an agent on windows as we did before in Linux machines.
Follow the link below and download the Zabbix agent for windows.

Download Zabbix Agent for Windows

@y
OS DISTRIBUTION OS VERSION HARDWARE ZABBIX VERSION ENCRYPTION PACKAGING

‘Windows Any amdé&4 7O LTS OpenSSsL MSI
Linux i386 6.4 No encryption Archive
macOs 6.2
AlX 6.0 LTS
FreeBSD 54
OpenBSD 52
Solaris 50LTS

4.4

4.2

4.0LTS

3.0LTS

Figure 51 : Select the Zabbix agent for
windows

Note that the Zabbix Release should be matched with your Zabbix server. You can find the Zabbix
Release from the Zabbix server dashboard as shown in figure 00 in page 19. Click on the green color
Download button.

Zabbix Release: |6.418 v|

Zabbix agent v6.4.18 Read manual

Packaging: MSI
Encryption: OpenSSL

Linkage: Dynamic

Checksum: sha256.  38637bda6d32b38bBfbd3fefcB0@ere5820f744836257a22027d660a7222419b
shal: ble4678d2eaedfif4fead79cdbac@leaddldedle
md5: abbd5dBE254d742d951F85Fc414a46Ca

DOWNLOAD https:/cdn.zabbix.com/zabbix/binaries/stable/6.4,/6.418/zabbix_agent-6.4.18-windows-amd&4-openssl.msi

Figure 52 : Details about the selected Zabbix
agent
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https://www.zabbix.com/download_agents?version=6.4&release=6.4.18&os=Windows&os_version=Any&hardware=amd64&encryption=OpenSSL&packaging=MSI&show_legacy=0

Execute the downloaded file by double clicking on it. Then it will ask to run it. Click on run.

Open File - Security Warning x

Do you want to run this file?

Mame: ..ads\zabbix agent-6.4.18-windows-amdB4d-opensslmsi
- Publisher: Zabbix SIA
Type: Windows Installer Package
From: Cl\Users\Admin'Downloads\zabbix_agent-£.4.18-wind...

Cancel

B Always ask before opening this file

While files from the Internet can be useful, this file type can potentially
I harm your computer. Only run software from publishers you trust.
¥ p Iy p ¥
What's the risk?

Figure 53 : Execute the downloaded file

Zabbix Agent window will appear now.

"8 Zabbix Agent (64-bit) Setup — >

Welcome to the Zabbix Agent (64-bit)
Setup Wizard

The Setup Wizard will install Zabbix Agent (64-bit) on your
ZA B B I X computer. Click Next to continue or Cancel to exit the Setup
Wizard.

The Enterprise-class
Monitoring Solution
for Everyone

www.zabbix.com

Back Cancel

Figure 54 : Zabbix - Windows agent
installation wizard
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Put the tick on License agreement and click next.

"8 Zabbix Agent (64-bit) Setup — *

End-User License Agreement
Please read the following license agreement carefully -ZA B B I x

GNU GENERAL PUBLIC LICENSE

Version 2, June 1591

Copyright (C) 1889, 1831 Free Software Foundation, Inc.

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301, USA

Ervmm imm - T T L S R eI

B 1 accept the terms in the License Agreement

Print Back Cancel

Figure 55 : Zabbix agent - Installation
wizard

While it is now being selected Zabbix Agent (64-bit) , click next.

"l Zabbix Agent (54-bit) Setup — x

Custom Setup
Select the way you want features to be installed. ZA B B I x

Click the icons in the tree below to change the way features will be installed.

) Zabbix Agent is deployed on

- (= | Agent daemon maonitoring targets to actively

=3~ | Zabhix sender moriihor local redsources E:d

: - ’ applications and report the

9~ | Zabbix get gathered data to Zabbix server,
This feature requires 1KB on your
hard drive. Ithas 3of 3
subfeatures selected. The
subfeatures require 8809KE on your
hard drive.

Location: C:\Program Files\Zabbix Agent), Browse. ..

Reset Disk Usage Back Cancel

Figure 56 : Zabbix agent - Installation
wizard
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In the next window, you have to enter the hostname of the windows machine, but most of the time it
is automatically filled by the system. If you can’t find the hostname of the machine, just simply run
the following command in the command line.

>> hostnhame

Command Prompt

Microsoft Windows [Version 10.8.22631.40837]
(c) Microsoft Corporation. All rights reserved.

C:\Users\Admin=hostname
DESKTOP-CAINSLH

C:\Users\Admin>|

Figure 57 : Check the windows hostname

For the Zabbix server IP, you have to enter the [P address of the ubuntu virtual machine where we
installed the Zabbix server. Remember, when working with Zabbix in virtual box, you have to set the
Network Adapter of the virtual machines to Bridge Adapter. Otherwise, neither server nor the agent
will detect your virtual machine. In this case, our windows machine is directly connected to the
router, (Not virtualized) we don’t have to do anything with that.

"l Zabbix Agent (64-bit) v6.4.18 Setup X

Zabbix Agent service configuration
Please enter the information for configure Zabbix Agent ZAB B I X

Host name: |DE5KTOP-CAINSLH

Zabbix server IP/ONS:  [192,168,8.123

Agent listen port: | 10050

Server or Proxy for
active checks:

192, 168.8.123]

[_JEnable Pk

[C] Add agent lacation to the PATH

Back Next ] Cancel

Figure 58 : Zabbix installation wizard
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Finally, Click on Install button. Then it will install Zabbix agent for windows. Now go to Zabbix
server in the ubuntu virtual machine. Open the Data Collection tab (sometimes it may appear as

Configurations). Then click hosts. We are going to add the windows host to our server.

On the upper right corner, click on Create host as we did before when adding Linux hosts. There are
no big differences between adding Linux hosts and windows hosts, just some simple configurations

may different from that of Linux.

New host

* Hostname | DESKTOP-CAINSLH

Visible name

Ryt Windows by Zabbix agent X
Host groups

Interfaces

Agent [ 192.168.8.171

Description

Monitored by proxy | (No proxy) ~

Host IPM| ags Macros nventory Encryption Value mapping

Select

Select

BN ovs

10050

Figure 59 : Add interface for Zabbix

windows host

You have to set the “Templates as Windows by Zabbix agent’ because we installed an agent on
windows. Then change Host groups or groups to Linux Servers. Set the IP address of the windows
machine. Type the ‘ipconfig’ command in the windows command line. Check for IPv4. That is your

windows IP address.

After adding the host by clicking on add button, it will take some time to change the color of the

availability button to green.

Name a

DESKTOP-CAINSLH tems 1: Triggers Graphs Discoven

Figure 60 : Successfully added windows host

Now we have successfully installed and added the windows host to the Zabbix server.

Web 192.168.8.171:10050
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Notes
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